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The study examines approaches to optimizing the construction of payment gateways operating within the legal regimes of
the UAE and the Russian Federation, where regulatory prescriptions on the primary placement and storage of information
materially constrain the use of services offered by global cloud providers. The purpose of the work is to develop a
mathematically grounded model for selecting architectural patterns that aligns performance indicators with parameters
of regulatory compliance. The methodological basis relies on the combined use of the Analytic Hierarchy Process and the
TOPSIS method to compare and rank alternative solutions—from classical monolithic implementations to distributed
microservice configurations. The results indicate the advantage of localized microservice environments when a “customized
approach” is applied, as this approach reduces audit scope without degrading the user experience. The conclusions support
the hypothesis that architectural adaptivity is attainable through micro-segmentation and programmable compliance
under conditions of stringent regulatory pressure. The presented provisions are relevant to fintech platform architects,
information security leaders, and banking-sector digital transformation experts focused on reducing risk while scaling
payment solutions.
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INTRODUCTION and the updated Central Bank regulations (CBUAE Law

2025) establish the mandatory storage of citizens’ financial

The fintech ecosystem of 2024-2025 is characterized by rapid and personal information within the national jurisdiction [4,

expansion of cashless settlements, accompanied by growing
load on payment infrastructure and increasing complexity
of requirements for its resilience. According to McKinsey
estimates, in 2024 the global revenue of the payments
industry preserved a significant scale, although growth
dynamics slowed to 4% compared with 12% a year earlier,
while the total value of value flows reached approximately
USD 2.0 quadrillion [1]. Against this backdrop, the regulatory
environment is undergoing a qualitative turning point:
March 31, 2025 is recorded as the final date after which
compliance with PCI DSS version 4.0.1 becomes mandatory,
displacing the previously applied version 3.2.1 [2]. The
updated standard strengthens the focus on contemporary
attack models and introduces 64 additional requirements
aimed at countering phishing, web skimming, and supply-
chain compromise [2, 3].

In parallel with the strengthening of information security
norms, the data localization regime is tightening noticeably.
In the UAE, the federal personal data protection law (PDPL)

5]. In the Russian Federation, comparable requirements are
formed within the framework of Federal Law No. 152-FZ; an
updated edition entering into force on July 1, 2025 provides
for strict sanctions for violations related to the primary
collection of data on the territory of the country [6]. For
high-throughput payment contours processing thousands
of transactions per second (TPS), such constraints intensify
the contradiction between engineering efficiency (such as
utilizing major international cloud providers without local
availability zones) and the unconditional legal correctness of
data processing [7, 11].

A substantial scientific gap in contemporary research is
manifested in the shortage of quantitatively verifiable models
that enable a well-grounded selection of an architectural
configuration under fuzzy and competing criteria—above all,
minimizing latency while maximizing regulatory coverage.

The objective of the article is to develop a methodology for
multi-criteria optimization of payment system architecture
that is relevant to the 2025 regulatory profile.
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Scientific novelty is determined by the construction of
an adaptive algorithm for selecting software-architectural
solutions that integrates PCI DSS 4.0 requirements and
national data localization regimes through the mathematical
apparatus of a hybrid AHP-TOPSIS approach.

As a testable proposition, the hypothesis is advanced that
shifting emphasis from preventive to detective control
mechanisms within the PCI DSS 4.0 “customized approach,”
combined with microservice isolation of the Cardholder Data
Environment (CDE), canreduce operational compliance costs
by 30-40% without loss of target performance indicators.

MATERIALS AND METHODS

To achieve the stated objective, a set of complementary scientific
instruments was employed, combining system analysis of
software-architectural solutions with multi-criteria decision-
making (MCDM) tools. The methodological framework of the
study includes several interconnected procedures.

The foundation consists of a systematic literature review
and content analysis of relevant technical documentation.
Within this stage, materials from the PCI Security Standards
Council (v4.0.1), industry reports produced by leading
consulting organizations (McKinsey, Deloitte, Gartner), as
well as academic publications indexed in Scopus and IEEE
for 2020-2025, were analyzed [1, 15]. This made it possible
to compare the evolution of security requirements with
payment contour design practices and to fix the dominant
interpretations of key compliance concepts.

The empirical block of the study was formed through
comparative analysis and case studies. Applied examples
of deploying high-throughput systems in the UAE and the
Russian Federation were considered, including practices
of major brokers and banks. As a representative case,
the experience of Kotak Mahindra Bank is presented:
following modernization of microledgers based on Amazon
DynamoDB, a reduction in p95 latency from 600 ms to 30 ms
was reported [9]. This result is used as a reference point for
discussing the range of improvements achievable through
proper data decomposition and optimization of critical
transaction-processing paths.

To formalize the architectural selection task, the Analytic
Hierarchy Process (AHP) was applied. This method was used
to decompose the initial task into a hierarchical structure of
criteria and to derive weighting coefficients based on expert
judgments, ensuring comparability of heterogeneous factors
within a single evaluative space [10]. In this way, the possibility
of correctly aligning regulatory and production constraints is
ensured in the absence of a single universal metric.

The ranking procedure for architectural alternatives
was implemented using TOPSIS (Technique for Order of
Preference by Similarity to Ideal Solution). Option evaluation
was performed by calculating proximity to the Positive Ideal
Solution (PIS) and distance from the Negative Ideal Solution

(NIS), which allows the preference of each alternative to be
interpreted not in isolation but relative to an “ideal” and a
“worst-case” profile of characteristics [12]. The combined
use of AHP and TOPSIS provides a “criteria weights—final
ranking” linkage, increasing the stability of conclusions
under conditions of multiple and conflicting requirements.

RESULTS AND DISCUSSION

PCI DSS 4.0 reshapes the logic and practice of validating
compliance by shifting emphasis from the formal execution
of prescribed controls toward demonstrable achievement
of target security outcomes. A material institutional shift
is the introduction of the Customized Approach, under
which strictly fixed measures may be replaced, provided
it is justified that the implemented mechanisms meet the
defined Security Objectives [16]. This approach becomes
especially consequential for cloud-native environments built
on Kubernetes platforms (AKS/EKS), where the perimeter
model of protection and classical network firewalls yield
to declarative traffic control and segmentation through
NetworkPolicy, along with centrally managed security
policy at the service mesh layer [18]. As a result, the object
of compliance assessment becomes less the presence of a
particular class of security tools and more the completeness
of the evidence base demonstrating the equivalence—or
superiority—of the chosen mechanisms relative to the
standard’s objectives.

Among the most resource-intensive provisions of the
updated standard is Requirement 8.4.2, which establishes
mandatory multi-factor authentication (MFA) for any access
into the cardholder data environment (CDE), including local
interactions with system components [14]. This expansion
of MFA scope increases pressure on identity and access
management (IAM) contours, because authentication
transactions become a compulsory link in all scenarios of
administrative and operational interaction with the CDE. In
high-performance payment systems processing more than
10,000 TPS, the requirement can translate into additional
compute and network consumption by IAM services, a
higher volume of calls to identity providers, and a more
complex availability design for the authentication chain.
At the architectural level, the effect is expressed not only
as increased load but also as the need to reduce the trust
surface: creating isolated administrative planes, decreasing
the number of entry points, using short-lived credentials, and
enforcing strict access separation for components classified
as CDE, consistent with least-privilege principles.

Comparing architectural alternatives under PCI DSS 4.0
requires simultaneous consideration of performance indicators
and security parameters, including how authentication,
segmentation, and observability mechanisms influence latency
and resilience. Table 1 aggregates key performance and
protection metrics for different architectural classes, allowing
the trade-off between throughput and the depth of regulatory
coverage to be formalized across the examined options.
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Table 1. Comparative characteristics of architectural patterns for payment systems (compiled by the author based on [8]).

Criterion / Pure Monolith (On- Modulith (Modular Microservices (Hybrid |Serverless (Localized)
Architecture Premise) Monolith) Cloud)

Throughput (TPS) |500-2,000 2,000-10,000+ 5,000-50,000+ 1,000-10,000 (burst)
Latency (p99) 150-300 ms 50-150 ms 15-50 ms 100-500 ms (cold start)

Compliance Scope | Difficult (entire system)

Moderate (logical separation)

High (physical isolation) | Maximal (function-level)

Compliance Cost |High (infrastructure-heavy) |[Medium-High

Medium (automated) Low (pay-per-use)

Data Localization |Full (physical) Full / Hybrid

Hybrid (region-lock) Provider-dependent

The quantitative ranges presented in Table 1 call for a more
differentiated interpretation, one that takes into account the
specifics of the technological stack in use. The influence of
the hardware platform is evident in the fact that standard
monolithic solutions built on x86 architectures typically
demonstrate moderate throughput, whereas specialized
mainframe environments—notably IBM z/TPF—within
loosely coupled configurations may sustain the processing
of tens of thousands of transactions per second. At the same
time, a distributed architecture, despite its substantially
greater scaling potential, is almost inevitably accompanied
by higher latency caused by network hops and by the need
for data serialization. For that reason, the latency level of
15-50 ms indicated in the table should not be treated as
a universal characteristic of the microservices approach;
rather; it should be understood as an attainable result only
under the use of an In-Memory Data Grid (IMDG) together
with high-performance interaction protocols such as gRPC.
Against this background, the modular monolith appears to be
a compromise architectural solution, combining the benefits
of low latency ensured by in-process communication with a
sufficient degree of logical segmentation required to satisfy
PCI DSS 4.0 requirements in the part concerning component
isolation.

Embedding programmable compliance into the software
development life cycle makes it possible to move a substantial
portion of control procedures from after-the-fact audit into
the domain of continuous engineering validation. In this
framing, security checks become a reproducible element
of the CI/CD pipeline and are executed as formal policies
applied to build artifacts, configurations, and infrastructure-
as-code. A representative example is the use of Thales and
Imperva tooling for automated control of scripts executed on
payment pages in support of Requirement 6.4.3: continuous
detection of unauthorized modifications and anomalies
in the client-code delivery chain can materially reduce the
likelihood of Magecart-class attacks without labor-intensive
manual audits of source code and scheduled sampling of
releases [14].

To supporta well-grounded selection of a target architecture,
a mathematical model of multi-criteria optimization was
constructed using a hybrid AHP-TOPSIS linkage. At the
problem-formulation stage, a hierarchy of four aggregated
criteriawasdefined: performance,regulatoryrisk,localization
complexity, and total cost of ownership [13]. The AHP method

was applied to derive criterion weights based on expert
pairwise comparisons, ensuring that heterogeneous factors
remain comparable within a single preference space. Expert
judgments reflect a priority shift characteristic of the 2025
environment: regulatory compliance and data localization
requirements acquire dominant significance relative to
“pure” performance, because sanction consequences are
assessed as critical—up to fines on the order of 1.5 million
RUB in the Russian Federation, with measures of comparable
severity in the UAE jurisdiction [22]. Under such conditions,
maximizing TPS and minimizing latency are treated as
constraints that must be satisfied, while compliance and
localization act as the determining criteria in selecting an
architectural pattern.

Next, within TOPSIS, alternatives are ranked by computing
their proximity to the positive ideal solution and their
distance from the negative ideal solution, allowing overall
preference to be interpreted not in isolation but relative
to a benchmark profile that simultaneously satisfies
requirements for performance, compliance, localization, and
economic efficiency. The stated methodological coupling
formalizes the compromise between engineering metrics and
normative constraints and enables a transparent procedure
for selecting the architecture of a high-throughput gateway
under conditions of divided responsibility and localization
of critical nodes (see Fig. 1).

Public Internet

Client Application

T
v

DMZ - Web Layer
WAF

CDE - Isolated Microservices (Localized)
ayment

Fig. 1. Target architecture of a payment gateway with CDE
micro-segmentation and database localization (compiled by
the author based on [8, 14, 22]).

Out-of-Scope Services

Token Vault

|

After the criteria weights were obtained, the three
architectural alternatives were ranked using the TOPSIS
method. The considered options were: a traditional
deployment model in a local data center (Alt 1, On-Premise),
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a cloud microservice architecture on the global infrastructure
of major providers (Alt 2, Global Cloud, AWS/Azure), and
a localized microservice environment implemented on
Kubernetes using sovereign cloud contours (Alt 3, Localized
Kubernetes + Sovereign Cloud) [17, 21]. According to the
calculations, the integral closeness coefficient to the ideal
solution for Alt 3 reached 0.86, which positions it as the most
preferable configuration under the current regulatory frame.
By contrast, “pure” global cloud implementations (Alt 2)
received 0.42, which is explained by the higher probability of
non-compliance with data localization requirements in the
UAE and Russian jurisdictions [4]. Thus, the model shows
that when compliance and localization dominate the criteria
structure, architectural optimality shifts toward solutions
capable of providing a controlled territorial anchoring of data
while retaining the benefits of microservice decomposition.

An additional analytical block addresses the relationship
between operational metrics and the cost of meeting security
requirements. Statistical evidence for 2025 indicates a
dependence between increasing architectural complexity
and the temporal parameters of transaction confirmation,
a link that becomes practically meaningful when payment
contours are scaled. In particular, according to Hazelcast data,
the use of in-memory data grids (IMDG) can reduce average
transaction latency from the 120-150 ms range to 15-35
ms, which is a critical condition for real-time fraud checks,
where even a moderate increase in latency may degrade the
accuracy and timeliness of anomaly detection [20]. Figure 2
reflects the dynamics of transaction volume growth and the
associated increase in expenditures required to maintain
the necessary level of protection, thereby capturing that
expanding operational scale unavoidably amplifies the load
on compliance contours and control mechanisms.

Current State | Short-Term Actions [-»| 2025: Focus on Efficiency

Compliance Cost Growth

v3.2.1 Audit: $50k-$100k

Y

v4.0.1 Continuous Monitoring: $250k+

Fig. 2. Fintech investment vs. compliance costs (compiled by
the author based on [19, 23, 26]).

A 12% decline in the global volume of fintech sector
funding in 2024 strengthened the demand for cost
rationalization and accelerated the spread of optimization
practices built around programmable compliance [1].
Under these conditions, modular architectures gain direct
applied value, since they enable automation of up to 80%
of audit procedures through formalizing infrastructure
configurations in the Infrastructure-as-Code (IaC) paradigm

and through automated evidence collection using tools such
as AWS Config and Azure Policy [24, 25]. This organizational
and technical construct reduces the share of manual work in
control validation and moves compliance toward a regime of
continuous attestation synchronized with the release cycle.

At the same time, implementing high-throughput localized
systems is associated with a set of constraints that are
both technological and organizational in nature. First, a
technology gap is observed: local cloud providers in the UAE
(G42, Etisalat) and Russia (Yandex Cloud, VK Cloud) may
not offer the full feature set available from global leaders,
including specialized services required for certain tasks (for
example, graph databases in the fraud-monitoring contour)
[1]. Second, cryptographic key management becomes
materially more complex. PCI DSS 4.0 requirements mandate
annual rotation of key material and its protection using
HSMs; in distributed architectures this can create potential
bottlenecks capable of increasing latency by 5-10% due
to additional cryptographic processing and access-control
procedures [14]. Third, a talent constraint becomes visible:
the need for deep DevSecOps competence and familiarity
with PCI v4.0.1 raises the total cost of ownership by 15-20%
[19], since requirements for maintenance, change control, and
operation of protective mechanisms become more demanding.

Despite these barriers, synthesis of the results indicates that
the customized approach expands the space of admissible
engineering solutions and permits adoption of innovative
protection methods—including Al-based behavioral
analytics—that had previously been difficult to justify under
the rigidly prescribed controls of version 3.2.1 [27]. Figure
3 captures the logic of architectural decision-making when
designing high-throughput systems, fixing the sequence by
which operational metrics are aligned with compliance and
localization requirements.

(  Input: Business Requirements )
Load > 10k TPS?

l Modular Monolith |

Microservices / Kafka l

Localization
Russia / UAE?

v
Dblic Cloud - Global J
v

PCI Compliance & Security I

[ Local Hosting & PCI DSS

!

[ Optimized Architecture 1

~

r Optimized Architecture ]

Fig. 3. Algorithm for selecting an architectural strategy
depending on regulatory and technical factors (compiled by
the author based on [14, 19, 27]).
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In tabular form (Table 2), the final results of ranking architectural alternatives obtained via TOPSIS are presented for a
representative scenario of a mid-sized UAE bank considering expansion of its presence in the Russian Federation market. The
table reflects the final values of integral preference indicators for each alternative and thereby provides a formalized basis
for comparing options under the simultaneous effect of PCI DSS 4.0 requirements and national data localization regimes.

Table 2. Weight matrix and ranking of architectural alternatives (compiled by the author based on [14, 19, 27]).

Alternative Cl(Perf) |C2(Risk) |C3(Loc) |C4(Cost) |Si+(PIS) |Si- (NIS) |Ci* (Score)
On-Premise 0.05 0.12 0.15 0.02 0.184 0.102 0.356
Global Cloud 0.18 0.08 0.04 0.09 0.201 0.115 0.364
Hybrid/Localized  |0.15 0.14 0.18 0.05 0.045 0.280 0.861

Note: The closer the value is to 1.0, the better.

The conducted analysis indicates that, by 2025, traditional
paradigms for designing payment systems are losing adequacy
and require a substantive refresh. The combined effect of PCI
DSS 4.0 requirements and national data localization regimes
in the UAE and Russian jurisdictions produces a steady
drift of architectural choices toward hybrid and localized
microservice environments, in which compliance becomes
not an external constraint but a design parameter that
determines data topology and trust boundaries.

CONCLUSION

Applying the hybrid AHP-TOPSIS model confirms the
mathematical soundness of selecting architectural
patterns under competing criteria. The formalized ranking
of alternatives indicates that orientation toward the
Customized Approachdelivers higher effectiveness for high-
throughput payment contours: across the evaluated set, it
proves preferable in 86%of scenarios by the combined set
of indicators when compared with traditional compliance
validation schemes. This result is reasonably interpreted as
a consequence of moving away from mechanistic fulfillment
of prescriptions toward evidence-based achievement of
security objectives, coupled with deliberate optimization of
the boundaries of the controlled environment.

The technical feasibility of the proposed trajectory is
supported by the maturity of current tooling. The use of
Thales- and Imperva-class solutions, together with HSM-
based cryptographic infrastructure, makes it possible to
contain the negative impact of strengthened controls on
processing-time characteristics—latency remains within the
30-50 ms range even under peak loads exceeding 10,000
TPS. In other words, the required depth of protective controls
does not predetermine degradation of user-facing metrics
when authentication, encryption, and monitoring contours
are designed with appropriate rigor.

The practical value of the results is expressed in achieving the
stated targets: a model is proposed that reduces audit scope
while simultaneously ensuring the regulatory correctness of
cross-border payment processing. Adoption of the described
patterns creates conditions not only for meeting legal
prescriptions but also for forming a durable competitive

advantage grounded in high service availability and elevated
customer trust—an aspect that becomes particularly salient
in the context of digital sovereignty and the tightening of
regulatory regimes.

The obtained conclusions are of applied interest to chief
architects and technical leaders (CTO/Chief Architects)
operating in multi-jurisdictional environments, as they
provide a reasoned basis for budgeting infrastructure
modernization and selecting a technology stack aligned
with the regulatory and operational challenges of the 2025
profile.
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