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The article examines the issue of improving the safety as well as the reliability of lifting equipment since increasingly
stringent regulations do require and persistently high accident rates result in important social and economic losses. The
study’s relevance stems from the customary relay and contactor control schemes’ limited effectiveness regarding reducing
industrial risks. Planned development relies more and more on newer electronic management systems. These systems are
based upon variable-frequency drives called VFDs, logic controllers known as PLCs, and also Industrial Ethernet. This work
seeks to analyze into how legacy control schemes transition to integrated cyber-physical architectures. These architectures
merge heterogeneous systems in addition to economic efficiency as they comply under contemporary regulatory frameworks
(1SO 13849-1:2023; EU 2023/1230). Due to the work, scientific novelty exists, as it systematically juxtaposes regulatory
requirements, market trends, and applied implementation cases, revealing persistent architectural patterns that are now
coalescing into a new standard of industry practice. Key results show that modernized electro-mechanical controls yield
accident rate reductions across all levels, as they profile loads smoothly, integrate deterministic nets for safety, utilize
protective anticipation algorithms, and shift to predictive maintenance. It is indeed confirmed that digital analytics and
mechanical redundancy combine to reduce unplanned downtime by a quarter, thereby improving the economic return on
modernization, as they fuse metal and code into a single cyber-physical system. Under global regulatory tightening, this
becomes a strategic factor for competitiveness and equipment authorization. The article will be helpful to researchers
in industrial safety, practicing engineers, lifting-system designers, and industrial managers responsible for modernizing
production assets.

Keywords: Lifting Equipment, Safety, Reliability, Functional Safety, Variable-Frequency Drive, PLC, Industrial Ethernet,
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INTRODUCTION by accidents from falling loads or parts. However, struck-
by incidents from falling loads or equipment components
remain the dominant scenario (European Union, 2021).
Eurostat statistics confirm that the picture is not localized:
each year in EU countries, there are more than three thousand
workplace fatalities, and roughly one in a hundred accidents
is directly associated with lifting operations; at the same
time, nearly three million non-fatal injuries are recorded
annually, demonstrating the problem’s stubborn resistance

Lifting mechanisms, cranes, hoists, portal and bridge systems
constitute what is the hidden skeleton of global infrastructure
and still their operating envelope is where the most severe
industrial risks continue concentrating. According to the
U.S. Bureau of Labor Statistics, the average annual number
of crane-related fatalities remains at forty-four (BLS, 2024).
Vision Zero programs were also introduced, and protective
regulations were broadly applied. Vision Zero (workplace/
OSH) is a prevention strategy that aims for zero work-related ~to traditional preventive methods (OSHA, 2023).

fatalities and serious injuries by building a safe system The economic impact of these incidents has long exceeded
of work. It focuses on leadership, systematic risk control, {1a direct costs of equipment repair. The National Safety
safe equipment and workplaces, competence, and worker ¢, ncjl asserts that each medically consulted occupational
participation, typically structured around ISSA's 7 Golden injury costs an employer $43,000. In contrast, a worker’s
Rules (ISSA, n.d.). death averages 1.46 million dollars, including lost output,
Even with Vision Zero programs and stricter rules in place, legal settlements, and insurance premiums (National Safety
the leading cause of crane and hoist injuries is still struck- Council, n.d.). When these figures are juxtaposed with

Citation: Siddharth Pareek, “Improving the Safety and Reliability of Industrial Lifting Equipment through Modern
Electro-Mechanical Control Systems”, Universal Library of Engineering Technology, 2025; 2(4): 39-45. DOI: https://doi.

org/10.70315/uloap.ulete.2025.0204007.

www.ulopenaccess.com Page | 39



Improving the Safety and Reliability of Industrial Lifting Equipment through Modern Electro-

Mechanical Control Systems

the actual incident frequencies, it becomes evident that
even a modest shift toward higher reliability lifts not only
humanitarian outcomes but also the purely financial efficiency
of an enterprise. Hidden costs must not be overlooked:
forced downtime ripples through entire production chains,
while reputational damage diminishes firms’ attractiveness
in competitive tenders.

The situation is exacerbated by tightening regulatory
frameworks that expand the concept of a safe machine to
levels previously reserved for aviation. In 2023, a new edition
of ISO 13849-1 was released, proposing a more rigorous
algorithm for determining the required reliability of control
system elements and, in effect, aligning crane engineering
with the functional-safety paradigm used in the process
industries (ISO, 2023). An additional vector is Regulation
(EU) 2023/1230, which will fully take effect in January 2027
and explicitly treats deficiencies in the installation of lifting
equipment as a violation of the right to place products on
the market, thereby shifting safety concerns. Hence, they are
not best efforts but legal accountability (European Union,
2023).

Against this backdrop, the industry exhibits a paradoxical
dynamic: the global lifting-equipment market continues to
grow at a 4-5% compound annual rate. Modernization and
digitalization of legacy cranes are key drivers, rather than
mere fleet expansion, and the market is expected to exceed $
88 billion by 2025 (The Business Research Company, 2025).
Thus, accident statistics, financial losses, and regulatory
tightening form a mutually reinforcing loop in which the
modernization of electro-mechanical control systems
ceases to be optional and becomes a strategic condition for
competitiveness.

MATERIALS AND METHODOLOGY

The empirical basis of the article is a deliberately assembled
corpus of two types of sources: (a) official statistics, norms,
and regulations on the safety and functional safety of lifting
mechanisms; (b) industry reports, applied modernization
cases, and component-market survey materials. The first
group includes data on injuries and incident costs (BLS, 2024;
OSHA, 2023; National Safety Council, n.d.), the requirements
of ISO 13849-1:2023, and the provisions of Regulation (EU)
2023/1230 (ISO, 2023; European Union, 2023). The second
group encompasses assessments of market dynamics for
lifting equipment and sensor subsystems, the status quo of
Industrial Ethernet, analytics on predictive maintenance, and
case studies of VFD/PLC/safety-function implementations
in real projects (The Business Research Company, 2025; BRI,
2025; Jansson, 2024; Briigge, 2023; Cranel, 2019; Drives
and Automation, n.d.; MDL, n.d.; MARAD, n.d.; Sunhunk,
2025; Matzker, 2020).

The publication dates of the sources define the temporal
window of the corpus, spanning 2019-2025, which
enables a before/after comparison of the spread of VFDs

and deterministic real-time networks in crane engineering
(Cranel, 2019; Jansson, 2024). Methodologically, the study
implements a mixed three-step norm-market-practice
design, where normative requirements are juxtaposed with
market trends and corroborated by applied case evidence.

Step 1 is Norm-Architecture Mapping. The provisions of ISO
13849-1:2023 are translated into requirements for target
performance levels (PL) and control-channel structures
(1oo2D, etc.), as well as criteria for designing degradation
modes and diagnostics applicable to lifting machinery (ISO,
2023). In parallel, regulatory market-access constraints are
compared with manufacturer/operator practices, including
the treatment of installation and cyber risks as matters of
legal responsibility (European Union, 2023; MARAD, n.d.).

Step 2 is comparative technical analysis of the transition
from relay-contactor schemes to electro-mechanical control
systems: evidence is synthesized regarding the influence of
VFDs on load dynamics/motion quality and fault tolerance,
as well as the impact of Industrial Ethernet (PROFINET,
EtherCAT) on closing safety loops (Cranel, 2019; Jansson,
2024). For engineering validation, a triangulation of
consequences technique is applied: technical effects
reported in case studies (reductions in overload incidents
and collisions, drive stabilization) are aligned with standard
requirements and economy-wide risk statistics, forming the
linkage mechanism, safety function, expected change in risk
profile (Sunhunk, 2025; IS0, 2023; BLS, 2024; OSHA, 2023).

Step 3 is content analysis of applied cases and design
materials to identify reliability-assurance methods
(FMECA, redundancy, diverse-redundant encoders,
diagnostics), highlighting recurring architectural patterns
(dual independent brakes; a sleeping power contactor;
transistor-regenerative safe-stop cascades; one-out-of-two
with diagnostics; lidar/IMU/strain-gauging as distributed
vision) (MDL, n.d.; Matzker, 2020; Drives and Automation,
n.d.). Practices of cybersecurity in operational technologies
for lifting equipment are considered as a distinct layer,
including inventories of vulnerabilities in remote servicing
and network segmentation (MARAD, n.d.).

RESULTS AND DISCUSSION

The shift from relay, contactor schemes to variable-frequency
drives became inevitable upon people recognizing that
stepwise energization along with plug reversing induce
shock loads on gearboxes and brakes then accelerate metal
fatigue in bridge and slewing mechanisms because these
impulsive overloads now trigger nearly half of unplanned
bridge-crane repairs (Cranel, 2019). Smooth acceleration
and deceleration ramps replaced binary on/off behavior
of inverter technology. This did suppress that pendulum
effect of that load as well as did reduce peak torques in
that drivetrain. Over the last five years, VFDs have become
standard supply: by industry estimate, not less than nine out
of ten new cranes are already equipped with VFD modules,
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and in retrofit projects, this option pays back in under
three years due to reductions in downtime and energy
consumption (Cranel, 2019). Practice corroborates this: at
the Scunthorpe steelworks, the transition to inverter drives,
together with a compact PLC, reduced maintenance labor
intensity and stabilized the grab crane’s operation, enabling
productivity gains without the need for capital-intensive
mechanical overhauls (Drives and Automation, n.d.).

The next evolutionary step is the abandonment of local relay
logic in favor of PLCs networked with drives over real-time
industrial networks. By 2024, Industrial Ethernet’s share in
new automation nodes exceeded seventy percent; as shown
in Figure 1, the most significant gains were delivered by
PROFINET (23%) and EtherCAT (16%), whose determinism
enables safety-loop closure without external hardwiring
(Jansson, 2024).
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Fig. 1. Market Share of Industrial Network Protocols (Jansson, 2024)

The PLC architecture also reshapes project methodology:
fault tolerance is now embedded via FMECA (Failure Mode
Effects and Criticality Analysis) already at the specification
stage, as in the upgrade of shelf cranes where controller-
failure scenarios were immediately transformed into
degradation-mode algorithms and a list of mandatory spare
boards, extending equipment life cycles by two decades
(MDL, n.d.).

However, if linked connection expands, that highlights
cyberattack worries. Per a MARAD study, one manufacturer
supplies about seventy percent of portal cranes across the
global fleet and it includes native remote-service capabilities;
ninety-two units were analyzed which revealed operational
technology vulnerabilities, such as weak passwords
and absent network segmentation, thus adversaries can
turn lifting equipment into a potential ingress point into
production segments (MARAD, n.d.). Consequently, updating
of firmware, monitoring of network-traffic, and managing of
privilege become just as critical as calculating of rope loads.

These collective changes establish a new technical standard
wherein mechanisms that VFDs govern, that PLCs supervise,
then that multi-layer cyber-hygiene protect are no longer
optional extras instead, they are the baseline for market
access as well as subsequent integration with predictive
analytics.

Electromechanical control systems transition us as four
interdependent layers that reveal that lifting machines are
becoming safer. Dependable dynamic pictures get built by
sensors signals get interpreted by controllers functions
yield protection and faults get prevented by diagnoses. The
segment of load-moment sensing is growing in range as the
global market should total 0.1 billion USD in 2024, says a
2025 BRI forecast, while demand shows structural precision
measurement instead of just fleet growth to 0.13 billion USD
by 2033.

Machine vision distributes also thereby replaces mono-
signal devices. The devices are to be located in that sensor
layer reflecting of this key trend. Two independent absolute
encoders are mounted on a single shaft, and they operate
under different physical principles to rapidly cross-validate,
which limits the probability of latent error to 10"-8 per
cycle —a configuration already referred to as baseline in
specifications from suppliers with safety-certified encoders
(Matzker, 2020). The deployment of such 360° lidar modules
is increasing all around the trolley. The modules are also
being set near the boom. Rail inclination and load micro-
oscillations are determined using inertial units. Typical relay
logic ignored this information.

Architectures evolve at the controller level to a one-out-
of-two configuration, incorporating diagnostics. In this
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configuration, two processing channels execute identical
code, comparing results every few milliseconds. After
divergence, a third verification module activates and makes
a fault-tolerant triad avoiding latency growth. This method
provides a PL of some sort, even when frequencies are
activated greatly, as Annex D of ISO 13849-1:2023 explains,
and the industry views it as a basic requirement for lifting
machines with automatic modes (ISO, 2023). In actual
practice, power contactors are available readily. These are
ready reserves. The direct circuit is interrupted through a
transistor-regenerative cascade, also shortening of the motor
cut-off time to just milliseconds.

Electronic load limiters forecast tipping risk and act as logical
accelerators plus they command the VFD for torque reduction
before contacts open; anti-collision algorithms constrain
motion sectors if the lidar detects obstacles; emergency stops

clamp the power bus to itself and avoid inertial overrun.
Field tests on truck cranes with this combination showed
a 40% reduction in overload-related incidents and a 55%
reduction in boom collisions with infrastructure (Sunhunk,
2025). These figures did offer support for an updated roster
of operational aids in OSHA standards because they did make
electronic limiters mandatory for high-capacity cranes.

Finally, the self-diagnostics layer converts sensor data into
a prognostic resource via an embedded reliability module that
analyzes phase current imbalance, gearbox micro-vibrations,
plus the brake slip factor, and it estimates residual life with an
accuracy of #11%. Industry research suggests that using such
analytics cuts unplanned downtime in lifting mechanisms.
Thereduction now amounts toaround 25%. Figure 2 (Briigge,
2023) shows that it yields an average internal rate of return
of over 18% through flexible maintenance planning.

15

5

o

Market Size (USD, $ billion)

2021 2022 2023 2024

2025 2026 2027 2028

Year

Fig. 2. Global Predictive Maintenance Market Projection (Briigge, 2023)

The algorithms learn from their own errors: after each false trip or detected defect, the coefficient weights are adjusted, and
the system recalibrates permissible thresholds, initiating a self-improvement loop that was once considered the province
of experimental labs five years ago. As shown in Figure 3, the symbiosis of these four layers, sensors, controller, protective
functions, and self-diagnostics, forms a closed loop of adaptive safety in which a physical moment becomes a digital variable,
and the digital signal immediately acts upon mechanics. This dissolution of boundaries between hardware and code opens

the pathway to full [IoT control and predictive maintenance.
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Fig. 3. Enhancing Lifting Machine Safety
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Once the sensor loop begins generating a continuous
measurement stream, incorporating the lifting machine
into the enterprise’s unified digital field becomes a natural
next step. The controller, previously tied only to the drive
and emergency circuits, now aggregates data on current,
vibration, bearing temperature, angular velocity, and spatial
boom position, then transmits them via next-generation
broadband cellular links to a gateway of the compute
cluster. A lightweight publish, subscribe protocol transports
telemetry, and for each variable there is a dedicated audience:
the operator receives instantaneous overload visualization,
the supervising engineer views trend synopses, and the
automated service reconciles maintenance schedules.

Streaming analytics lies toward the core. Topical channels
sort packets at arrival within millisecond periods, transform
into compact feature vectors, and are subjected to immediate
statistical control as they detect deviations before they exit
allowable corridors. Telemetry shifts from out of an archive
to being an active sensory system reacting to the incipience
not to a fait accompli failure.

Then machine-learning algorithms begin to take over.
Modeling draws on historical crane signals so that the signals
are augmented with metadata on ambient temperature and
also shift regimes. Rope degradation assessment includes
frequency structures versus Morlet-wavelet time. Speckle-
correlation patterns combine into those structures in the
assessment. Gearbox analysis occurs through meshing-
structure amplitude spectra, and brake pack analysis occurs
through residual-torque profiles. A committee for gradient-
increased models constructs a residual-life forecast. The
prediction shows chances instead of certainty for exceeding
a key limit during one set timeline. An elastic sort of mesh
of events dissolves itself into scheduled maintenance long
tied in this case to the calendar consequently. If the planning
module receives a probability beyond the threshold,
integration of an inspection task into the production schedule
occurs automatically without disruptive downtime. They
now replace components when a machine once stopped.
They precisely replace components after its load-bearing
capacity exhausts.

For these digital advantages, a substrate with a mechanically
strong nature is required. Therefore, assemblies can be
increasingly engineered redundantly, as they begin to move.
Separate routes for parallel cables feed into an additional
substation, while different drives make the hoist shaft
band brakes operate. In the event a link fails, the system
automatically switches to the reserve link, maintaining system
controllability without abrupt load jerks. The mechanical
structure also evolves. Flatter gearbox configurations lower
trolley centers of gravity also closed box-section members
reinforce frames, which reduces girder deflection while
improving stability in gusting winds, and finite-element
methods optimize boom, carriage interfaces to dampen
torsional oscillations at beginning.

Power-quality deserves a special mention. Harmonic
filters, fast surge suppressors, along with reactive-power
compensators saturate networks. The controller, after
voltage sag detection takes place, introduces a damping drive
regime and then notifies the main distribution substation,

forestalling cascading failures in power electronics.

Informational and physical layers fuse together, which
transforms the lifting device into a self-regulating cyber-
physical system. Each and every new byte of data strengthens
metal’s endurance just as effectively as someone adds one
additional weld bead. This symbiosis is key to reliability
growing further, alongside downtime shrinking into accident
scenarios formerly inevitable disappearing evidence.

Consider bridge cranes of mixed vintages each reliant upon
hard starts, relay, contactor logic, and scant measurement
capability. Within that setting, fluid motion relies more on
operator talent than algorithms. Gear teeth are battered
by impulse torques, rope fatigue is accelerated, load sway
is induced, and exceedances are revealed by dial-type load
indicators after metal impact. Maintenance happens either
before time, which lengthens downtime, or after time, which
allows minor defects to mature into major failures.

A review for creating of a digital portrait of each machine’s
loads vibrations and thermal fluctuations begins a hypothetical
modernization project for it. Frequency converters reshape
that crude start jolt into a soft trapezoidal acceleration and
regenerative braking since the power contactors give way.
Strain gauges upon the drum and absolute angle sensors are
networked into a unified system as two independent brakes
are on the hoist shaft. The central controller employs a one-
out-of-two scheme along with diagnostics. Telemetry gets
elevated up to that cloud layer through a wireless gateway,
within which algorithms forecast all of the residual life for
critical units. Vibration lessens down to the noise floor when
this setup is used, load sway reduces inside cycles, with
actions preventing according to wear not the calendar. Forced
downtimes contract. Regeneration optimizes motion profiles
which reduces energy consumption too. Boom overloads, as
well, will likely converge insignificantly. Insurance premiums
fall together since accident scenarios become improbable.

Drives with VFD control and redundant brakes, along with
networked sensing and predictive analytics, transform the
heterogeneous fleet into a cyber-physical system. Metal, as
well as data, function in concert within this system, excising
randomness from key lifting operations, as a theoretical
example illustrates.

CONCLUSION

The cumulative analysis shows that improving the safety
as well as reliability of lifting equipment today is achieved
via a structural model shift in control rather than through
isolated measures: from relay, contactor schemes to electro-
mechanical systems based on VFDs under PLC supervision
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through Industrial Ethernet. Smooth profiles for acceleration
and braking from inverter technology do stop shock loads
and do suppress the pendulum effect of the load so they can
reduce failures historically triggered by impulsive overloads.
PLC architectures transition in deterministic real-time
networks. This consolidates also the effect on a systems
level. FMECA pre-engineers for the single-fault tolerance that
exists within a normal life cycle so safety loops close without
any external wiring.

This tech advance fits within strict functional-safety rules
where SO 13849-1:2023 says PL d is reached by quick
functions that use one-out-of-two via tests using transistor-
regenerative cut-off cascades. Practically, shrinking safe
motor stop times to the millisecond scale renders power
contactors largely ineffective in reserve. Algorithms for
electronic load limiting and collision avoidance give early
intervention to machine motions that relates to less boom
crashes plus overload events. In parallel manner, the sensor
layer expands outward from strain gauges in addition to
inertial modules and also to 360° lidars in conjunction with
paired heterogeneous absolute encoders that cross-verify all
aspects. This very fact elevates condition assessment up from
disparate signals and up to a coherent dynamical picture
such as that it has an extremely low probability regarding
latent error.

For connectivity, it requires cybersecurity because
homogeneous equipment has shares that can be high with
capabilities involving remote-access which make lifting
machines points involving potential ingress, so privilege
management along with firmware updates and also network
segmentation requirements have to be critically treated
just as rope-load calculations. Telemetry integration with
streaming analytics and predictive maintenance closes
the loop. Residual-life estimation becomes a function
of probability also maintenance is no longer a calendar
procedure.

It was confirmed that digitalization increases mechanical
robustness not supplanting it because effects such as
reduced unplanned downtime result and modernization
projects become economically viable merging metal and
code into a single cyber-physical system. The outcome is a
new technical norm for market access and competitiveness:
a four-layer architecture, sensors, controllers, safety
functions, self-diagnostics, in combination with VFDs and
Industrial Ethernet, is no longer an option but a strategic
requirement. On this basis, modernizing electro-mechanical
control systems is the most effective lever for simultaneously
lowering industrial risk, stabilizing asset life, and improving
operational efficiency under tightening regulation. In this
synergy, anticipatory protections, measurable dynamics, and
adaptive maintenance lie the practical path to sustainably
reducing accident rates and raising the reliability of lifting
machines without capital fleet expansion.
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